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System, Method and Computer Program Product 
for Charging for Competitive Ip-over-Wikeless 
Services 



The present application claims the priori ty of a provisional application filed 
June 12., 2000 under serial number 60/210,966, and which is incorporated herein by 
reference in its entirety. The present application is further related to a co-pending 

10 application filed concurrently herewith under the title "SYSTEM, METHOD AND 
COMPUTER PROGRAM PRODUCT FOR PREPAID WIRELESS VOICE 
COMMUNICATION AND IP SERVICES" and docket mnnbet WCCTPOO* and 
naming Limor Schweitzer as inventor, and a c*i-pt.ndmg application tiled 
eoncuncitfTy hen-vwh under the title "SYSTEM. METHOD AND COMF1 UfcR 

i 5 PKtX 1R ^M PRODI KUOK ALLOWING A ( A RR1FR TO \C 1 AS A CREDO - 
APPROVAL EN im tOR E-COMMERCE 1RANS ACTIONS" and docVct 
rmmbei XACC1T006 and naming Limor Schweitzer ns inventor 



The present invention relates to network accounting, and more particularly to 
collecting and processing network accounting information. 



5 



Field of theIsventeon 



20 



25 



BaCKGROT ND OP 1 HE INV £NTIO .>. 



30 



Mobile coniiiHimeation j>yst«nh hive ixen dos doped because thete has In en 
a need to Jlow pt-oplc to move awry fiotn fixed telephone terminals without losing 
their ability to be reached. \S Vide the u^c of diftetcirt data (Tans>nnssion sen kcs m 
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offices hfs inert as^d. <hfff i«it data seisin ha\t also bitrn introduced into mobile 
ci mu-punivation s\ sterns Pi >aabl ci imputes mubl- efficient data ptotewnij 
w h^i t. \ n iit^i m« >\ es Mobile ( ummrunratiori iu ts\ oiks pn>\ tdc a uset \\ ith 
effkieut civev. network i<> adiifd dfii.i m Motks for nr>>bdo data ttitktiossioa 

5 

Digital mobile comnjunication systems, such as the pan-European mobile 
communication system GSM (Global System for .Mobile Communication), support 
particularly well mobile data transmission. For the GSM, a particular packd mode 
data transfer service GPRS (General Packet Radio Service) has been developed. 

10 

.Prior art Figure la shows a block diagram of principal components i ft the 
nperatiou of the GPRS system. A packet switching controller SGSN (Serving GPRS 
Support Node) controls the operation of packet switching service on the cellular 
network side. The packet switching controller SGSN' controls the sign-on and sigrt- 
i> off of the mobile station MS, the updating of the location of the mobile station MS 
and the routing of data packets to their correct destinations. The mobile station MS 
is connected to the base station subsystem BSS through a radio interface Urn. The 
base station subsystem is connected to the [jacket switching controller SGSN 
through the BSS -SGSN interface Gb. 

20 

hi the base station subsystem BSS. the base station BTS and the base station 
controller BSC have been connected to each other by a BTS-BSC interface Ahis. 
The location of the packet switching controller SGSN in the mobile station network 
can vary, for example, according to which technical implementation is being used. 
25 Although in Figure la, the packet switching controller SGSN has been marked 

outside the base station subsystem BSS, the packet switching controller SGSN can 
be placed, for example, as a part of the base station BTS connected to the base 
station subsystem BSS or as a part of the base station controller BSC. 

30 Prior Art Figure lb illustrates ihe various layers of operation of both the 

mobile station MS and the packet switching controller SGSN. Each layer provides a 
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diffc iCJif futkltin) Ihe hneuuttonff St mdatdtrrfmn Ui objuration, ISO !ns 
to! mulcted an O^i mode 1 (Open System*, hitu connection* tut ctoupm;: Jata banstu 
mto dtfte cm functional kvew fa this model, thcto no hO\cn knu^ "thich die not 
nceeosauh nudeu in all daU commumeahon b>siem;> 

5 

Transferable infonnatiom such as control signaling and data transmitted by 
the user, between a mobile station MS and a packet switching controller SGSN is 
exchanged preferably in a data frame mode. The data frame of each layer consists of 
a header field and a data field. Figure lb shows also thy structure of data frames 
10 being used in the GPRS system in different layers. 

The information contained in the data field can be, for example, data entered 
by the user of the mobile station or signaling data. The data field may contain 
confidential isfo.raiar.ion which has to be secured as reliably as possible before 
transmitting it to the radio path. In such a case, the encryption has to be executed in 
such a way that in all simultaneous connections between the packet switching 
controller SGSN and mobile stations MS connected to it, a separate encryption key 
is used. Conversely, it is not preferable to cipher the address date of the data fiame 
by the same encryption key used m the ciphering of the data field, since mobile 
stations MS use a shared radio path resource, i .e. information in many different 
connections is transferred in the same channel, for example, at different time 
intervals. In this, case, each mobile station should receive all messages transmitted in 
the channel concerned and decrypt at least the encryption of the address data to 
identify to which mobile station the message is intended. Also the packet switching 
controller SGSN does not know which encryption key should be used. 

In the following, the operational functions of the layers of the GPRS system 
have been presented. The lowest layer is called an MAC. layer (Media Access 
Control) which controls the use of the radio path in the communication between the 
30 mobile station MS and the base station subsystem BSS, such as allocating channels 
for transmitting and receiving packets. 



20 
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Do fa harismiSMon between ihc ioo suuoo subsystem .md the packet 
i oirbollu SGSN m the lowest level is executed at the LI layer (jink layer) in which 
imk la<-tt pr^toco' k u^ei, uKh as LaPD piotoj^l .Ks-urdingto standard Q. u 2i, 
5 frame i elay pt otncol or thy equn aleat. l"be 1 2 la\ a tiia\ addjrio taU> contain also 
quality ci routing data according to GPRS specifications I ayet 12 has properties of 
tlit physical 1;i\e 1 .imi "ho Ink tayei of tbr OSI m<xkl fhe physical tntruamwiKm 
line berveen the bc.se station subsystem B^S avA. the packet vo ritoth J SGSN 
depends. fi»r example, on w hero The packet conn oiler SGSN lias been located in the 
10 system. 

Above the MAC layer, there is an RLC layer (Radio Link Control) and its 
function is to divide fee data tomes fanned by the LLC layer into fixed sized 
packets to be transmitted to the radio path and their transmission and retransmission 
1 5 when necessary. The length of the packets in the GRPS system is the- length of one 
GSM time slot (approxhnately 0.57? ms). 

LLC layer (Logical link Control) provides a reliable transmission link 
between the mobile station MS and the packet controller SGSN. The LLC layer, for 
20 example, adds to fee transmitted message error checking data by means of which it 
is intended to correct those incorrectly received messages and when necessary, the 
message can be retransmitted. 

SNDC layer (Sub-Network Dependent Convergence) comprises fractions 
25 like protocol conversions of transmitted information, compression, segmentation and 
segmentation of message s corning from the upper layer. Additionally, ciphering and 
deciphering are accomplished at the SNDC layer. The structure of the SNDC frame 
has been presented also in Figure lb. The SNDC frame comprises an SNDC header 
field (SNDC header) and an SNDC data field (SNDC date). The SNDC header field 
30 consists of protocol data (Network Layer Service access point Identity, NLSI) and. of 
SNDC control data, such as determinations of compression, segmentation and 
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cipbfcurtL The SNiK' fayci tunc inns is i pi on mo? adaptt t ix- umi prmoenk iibfd 
at the upper les d and m^ piotucoi of the 1 1 f la-»ei (I nil kvet) 

The transmitted information comes preferably as data packets to the SNDC 
c iavcr horn .some application, "su^h c<5 mes^ve? ic^oidiry to ihf uPPb .s} ,tv,nt 01 
packets of the 1 iternapiotou*? {TP* the application can he, toi trample, ct dita 
application ot a mohtle station, a u-kcnpy appheasion, a computet ptopram v luc h 
has id tU ajn^ntis^on link 10 a mobile station, etc 

Kt The MAt ' Wi RI C la^er T ? C 1 a vvi ,itid the f Lf\, j * ontaui piopciitts, 

which aie d».sciibcd at Jayei 2 m the OS? m<>de3 The atio^e-mctmuncd labors and 
the dcsutl-cd in the OS! model arc not howvui. distinct?} coherent 

The SNDC Im&u is tian-futwi to toe LIT h\„r \sheic art i 1 C hcpdtt fit Id 
? 5 i added to the fiame I ht LLC iieadet field eon uti of a 1 empoiai} 1 ogical 1 mk 
Idontm (Tl 1 1) and an 11 C eontv I pan The packet oontiolk 3 GPRS est ibh lies a 
TT I I tdoimu On ea> ?i data tiant,iiii4>ym link bciwc^u a mobile station MS and a 
packet wonlrulk i GPPS Tins d it i K used ut data {iaostmss>i< m fin defining which 
data ttansmiwon imk oath message- belongs to Rttntiltantoitsi > , me \ inir TUT 
2<> identity can onh i>c ti^cd m one data transmission imk AUei the termination ut the 
Imk, the TT 1 I identity used so the link can bo allocate d lo a nt w itnL to be 
snb=eq«^titK toun»d Hie ? I (. contiol pail defines the. ftame m mlcr and the 
.•omrnand type (mrb aekmwkdge rerramji iwonKqut^S etc > for ensuring an erroi 
tree data, transfer. 

W Uh the ^ mom components of a coi set tional GPRS &ystei i of! ijUtie^ la- 
lb now described a more xmipoJieiwt- system o> ill aov. ?>e dist Sosud hi 
paitieuJar, Figure Ic 'Oustialei a <1PR,S sysk m ok hiding ?ht \anous omnpu icists 
<iv* ust,ed m i igui^s- la-b hrtcmabove. i c M'fS\ RSS, ere , m addition to othti 
*0 vomennonal components h>i sample, the GPRS s^lcm of 1: igure 1c includes a 
packet switching contioUct GGSN fustc-way GPRS ^uppolt^ T ode) Home tocatio i 
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R^gi&kio (ULRm, Mobile Switching Ctntcis <MSO. G..k>\w/ Mebde Sm ur-s 
i>A.tehingi\ntcr(<. MSO, PquipTticnf kientro, Renter (E1R), Mobile fekfhone 
Notv ork (PIMN) Pilot Dueotou Nnmhei tPDM. S\* tkhniL C cntci Visitoi 
I ocation Register (MSG \ L R>, ere 

5 

In addition to the above components of Figure 1c, a billing system 100 is 
mi. fueled for chat gjng castotnus fat use of the GPRS s\ sk ( n Tinditionallj , sue h 
biOm^ ^t-tem 100 mLrfacvs. \urh a CXtF (Lhngmg Gate^a\ Fiorm^ oik) in 
turn, mtt-ifev es v ith the SGSN <hk! the GGSN \ id a com ention.il interface Ga 

10 

fhe pnui att bjlimj/ svstem 100 cnlltcts info.tvMtion fn>m the GPRS 
exjutpmuit Sikh mtOiindtion often tako the form of tali description reeonte 
\( PRs* CDRt tiaditionall} provide 3 lerord of called minibeih, and a date, time 
length and m> on oi tuch telephone cail In vr*, the appro uh take- the GPRS CDKs, 
15 collects the n into the CD} , does some processing tt>ueh at* raappinp call-stair v\ ith 
v.YU-trtd) and bends the C PR to the biHuu* i>>otem 100 

U ifmbmnteK' »udi Ct>Rt« received Itum the GPRS equipment aie 
insiiffictttit m kirns of allounig momiormg of the v,oiUent oft fit ft, flh, 

20 Vecoidinglv, the GGF does not allovs irn network at-covtmmg bitstd on content 
content -basjCd tx* hvoiL accounting nrvoheci the collection of. \ai ioua fpes i f 
intor>nation during usei j com.im.mi(.< i tit lib over a notwoik JLxample^ ol ,sitv,h 
ticWt'ik <iv.ooununK information ma\ include, bat is not limited to a sessio fs somee, 
destination, u&ci rtitnc, d» afton, time, date, tvpe of son or, volu ue of data 

25 iran fernd, etc Aatneu vt tth such accounting information. vaiioiK soivii.es ma\ be 
ptovided thrA teqttne network it «ige in etenng of M>mc ^ait 

I here is rhuetore need f >> ) ncrmnjuo ofppftoiminp network ,k counting 
and chirging tor content usage in a w itdess- nzw, ml environment 
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DISCLOSURE OF THE INVENTION 



A system, method and computer program product arc; pruv ided for charging 
5 for Internet Protocol 0P) usage utilizing a wireless; network. Initially, call 
description record information is received from a wireless network in real-time. 
Such call description record information is associated with customer communication, 
over the wireless network. Further collected in real-time is IP content" usage 
information associated with the transmission of content vtsing an IP during the 
10 customer communication. The customer is then charged for the customer 

communication utilizing the call description record information and the IP content 
usage information. 



In one embodiment of the present invention, the call description record 
information may be received from a genera! packet radio service (GPKS) system. 
Optionally, fraud and quality of service may he monitored utilizing the call 
description record information and the IP content usage information. 

In another embodiment of the present invention, the customer may be 
charged for the customer communication based on time data of the call description 
record information. Further, the customer may be charged for the customer 
communication based on volume data of the call description record information. As 
an option, the customer may be charged for the communication by mapping the IP 
content usage information to the call description record information. 

In another aspect of the present invention, a system, method and computer 
program product may be provided for altering service over a wireless network based 
on an IP address. In particular, a call may be received from a mobile communication 
unit virilizing a wireless network. Such mobile communication unit has an IP 
address associated therewith. Thereafter, the TP address associated with the mobile 
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uMiiunmn ntum unit is identified Rv this design, a teniae ov« the vurek'ss nehvdsk. 
may i»' Im^V oji the II address 

In one embodiment oi iht pusntit ispert of fhe liiu-mjon, tht st-iurf ui-.lv he 
5 silteted by alkmv a quahty ot sen kc ot the <.all, ,iltenn,< an acccw pn* idcd to tlx 
mobile c.-vnmiunKvttOR unit dunnss the ea!L and or altering a pnonti/'aliortof the 
call. 



10 
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Brief I^ s c^ xniQN OFjH|; ii |>R A.wtNfts 

5 Prior art Figure 1 a show?; a block diagram of principal components in the 

operation of a General Packet Radio Service CG.PRS} system; 

Prior Art Figure lb illustrates trie various layers of operation of both the 
mobile station (MS) and the packet switching controller (SGSN) of the GPRS 
10 system; 

Prior Art Figure lc illustrates a. GPRS system including the various 
components discussed in Figures la-b hereinabove in addition to other conventional 
components; 

15 

Figure 2 shows an accoujrtmg system in accordance with one embodiment of 
the present invention and the manner in which it interfaces with the GPRS system; 

Figure 3 illustrates a method of collecting information for the purpose of 
20 charging for internet Protocol (TP) usage utilizing a wireless network; 

Figure 4 is an illustration of one example of mapping the IP content usage 
information to the call description record information; 

25 Figure 5 illustrates a network system configured in accordance with one 

embodiment of the present invention; 



Figure 6 illustrates a method for altering service utilizing a wireless network 
based on an IP address; and 

30 
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Figure 7 shows a schematic of a system for altering service utilizing a 
wireless network based on m IP address in accordance with the method of Figure 6. 
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Description of the Preferred Embodim-Enis 

5 Fiputes la-lc illustrate the puoi art Figuie 2 show s an accounting ^,stcm 

200 m aceotdance with one cmoodnii m of the present invention and the marmei in 
which it hitei faces with a General Packet Radio (GPRS) system 202, The 

svstem 200 include? a plurality of data gatherers 204 which au irt (urn a component 
o C a plurality of mfotmatiou somct- modules { ISMs) Such 1>M\ into t<K e w till die 
10 Sen i«s GPRS Snppoj ( Node (SGSN j .nid Gatcw iv ( tPRS Support Nod.* <G< tSN) i >t' 
the t d'RS sjstcm 202 fotteceriog the call description rctotds {< 'DRsj theieirom 

1 bs ma\ be accomplished by jecr-mng (_DRs diteeUv Iwm the SGSN 
and or GOSN . Also, the present invention may suppoi t ths. Ga protocol at described 

15 b> European Telsjcornmunicauons .Standards Institute (ETSl) specs, accepting all 
rspes of CDRs pi educed by SGSN and GGSN 'fins piovides mobihtx. short 
iHt't.sagc scr\ ice (SMS), and quality of sen- ice ( QoS) R should be ih ited kn\ ev er, 
ihttl the accounting system 200 m&y utfetface the GPRS system bj any desired 
meant. The accounting sWeni 200 may uiouitnt alt the tiaffii (e y uso ruffle, 

20 eontioi'managenierrt tiaffk, network signaling, etc.) earned over any interface m the 
GPRS s-\ stem, flits enables the accounting s\ stem 200 let collect real-time 
information associated -with customer communication over the wireless network as 
well as IP content usage. 

25 As will soon become apparent, the system 200 uses the teceivod CDRs to 

map IF cotitMrt events 10 TSAR lesultmg in a new type of eaU dtt>enptiori rccotds, 
XDRs Such XDR's get tld into rating engines and then to i st^iidatd content bused 
billing mod tile 2 06 Jt should be noted that a* i eal-time ml orm ati< u 1 1 s jathei ed by 
the system 2<)0, vtn<>n:» s<?< vires can be provided based on eotJeefe-d information. 

30 c g billing, fraud detection, pre-paid su \ ice. QoS raonitonnfe, netwoik perform snce 
based dvtumical provisioning, etc. f*oi more information on how one e\<.mplary 
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content baicd bdhoj modulo 206 operates, Kteioux may he made to PC i 
appl cation W09<*2 Mr entitled 1 Mil WORK. ACVOUNIiNG AN1> BILl LNO 
S\STl M AND MnilOD" published Tune 3, and vshich m- incotpuiakJ 
herein b\ iefetcn;e u rk ent»et> fhe moment indention tltui uses G1 J RS CDRt> in a 
5 i ton-corn t ntiooa? w av mi xttig them wi th IP contt ot ifu«e recot &s 1 >cfi >> c ft. ed'mg 
them to billing and customer care systems. 

Figure 3 Illustrates a method 300 of collecting information for the purpose of 
charging for internet Protocol (IP) usage utilizing a wireless -network, Initially, in 
10 operation 302, call description record information is received from a wireless 
network. Such call description record information is associated with customer 
communication over the wireless network, 

hi one embodiment, the call description record information may include 
15 conventional CDRs or any other data structure that is collected from the GPRS 
system, and is descriptive of calls that take place thereover. Further, the call 
description record information may be collected in real-time by the data gaf.heiers 
204 of the ISMs, which interface the GPRS system 202 through any GPRS internal 
interfaces or functional modules. Note Figure 2. In one embodiment, the receipt of 
20 the CDRs from the GPRS prompts operation by the gatherers 204 of the ISMs. it 
should be noted that the call description record information may incinde any data 
structure that is collected from a wireless network and is descriptive of calls that take 
place on such, network. 

25 Fui tlit i collected m leal-rsmt is, IP content i^age infon: Jln« associated with 

the tiartvpussiou of content usuiy an IP dining the custoinei com n inn to -ti urn Kott 
i miration 304 Tl ic TP c < ink lit usage ) n im manon ma.> identity the 1 P iivt;^ 
issoualcd with the tiammmton ot the content. In use, such content usa^c 
mtotmatio i may be collected in real-time and include, bur is not limited to <i 

30 Psion's source, desti ation, ti\u name, Jmamn , tune, date, type of leuer, volume 
of data Ixat stet red, and'oi information on any other pitamptprts) elated to 
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communication using the Internet Prrnocol Armed ^ jth <nsoh a^otiitfifU 
information, various seme* m,i\ be prm ided that loqutre nebvotk u^uc aictoring 
of some sort, 

5 Kexi. m opetatton 306 ihe eir4omet is fhut ehatged toi any aspect of the 

customer communication u tilling the leai-ume call description rxwd tnforrnstton 
«>«d the tuloinet Protocol » OEtlent usage mfomution As .in opt top, the (. ustomcr may 
be ch.m cd foi the eonnnimkotion bv irwpptno ihe Inset net Ptunxol ci intuit usage 
tniomutu >n to the call dt,scirption let oid tnfomiation J his mapped information is 
10 then stnt to the bilhag module' 206. Fuuher. the mapped information may be 

filtered, enhanced, and- or segregated pttoi to being dein ertd tn the Hlhne. moduli. 
206. 

The present invention thus enables charging for competitive IP -over-wireless 
15 services, based on usage events that are a cohesion of IP content usage records with 
CDRs generated by a. wireless network. Additional information relating to the 
mapping process will he set forth in greater detail during reference to Figure 4. As 
an option, the customer may be charged for the communication based on time, 
volume, or APN data of the call description record information. Further, fraud, 
20 churn and quality of sen-ice may be monitored utilizing the call description record 
information and the internet Protocol content usage information. 

It should be noted that multiple instances of the GPRS ISM can co-exist, thus 
providing scalability, faulf-toleiana;. and redundancy. One embodiment of the 
25 present invention enables the replacement of a vendor-dependent charging gateway 
with ISM's. This provides for ease interoperability among different GPRS 
equipment, and GPRS /IP convergence mediation functionality. 

Figure 4 is an illustration of one example of mapping the Internet Protocol 
30 content usage information to the call description record, information. As shown, a 
probe 400 collects source and destination IP addresses, application information, an 
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amount of sent and received data, start and end timeslamps, and effective quality of 
service. Further provided is a GPRS Data Enhancement Module (DEM) 402. The 
DEM -10.2 stores a rable in memory that is used to associate dynamic IP flow with 
international Mobile Station identity (IMS1"), cellular and quality of service. This is 
5 mapped to a Lightweight Directory Access Protocol (LDAP) 404 and aggregated 
with an aggregator 406. Resulting are contract records 408. 

The Lightweight Directory Access; Protocol (LDA.P) has emetged as an 
Internet iSngiueering Task Force (.tii'i t ) open standard to provide directory services 

10 to applications ranging from e-mail systems to distributed system management tools. 
LDAP is an evolving protocol that is based on a client-server model in which a client 
makes a TCP/IP connection to an LDAP server, sends requests, and receives 
responses. The LDAP information model, in particular, is based on an "entry'', 
which contains information about some object. Entries are typically organized i.n a 

15 specified tree stiucvure, and each entry is composed of attributes. LDAP provides 
the capability for directory informal ton to be queried or updated. It offers a rich set 
of searching capabilities with which users can put together complex queries to get 
desired information from a backing store. 

20 Same information sources can be used to create multiple types of usage 

records in order to bill for various types of services or to be used by various BSSs, 
As such, the information residing at 400 that may be collected through NeiFlow, 
Remote Traffic Monitoring (RMON), web and ©-commerce events gets further 
enhanced by a GPRS Associator Further, synchronisation is provided between 

25 distributed (geographically dispersed) associates, and competitive content-based 
tariff models may be created. 

Figure 5 illustrates a network system 500 configured in accordance with one 
embodiment of the present invention. As shown, a mobile IP-enabled device 502 is 
30 coupled to a router 504 which, in turn, is coupled to a wide area network 506. hi a 
layer-3 or layer-7 Virtual Private Network (VPN), it is possible to efficiently allocate 
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lomnumicatjon re^ourw-s pallets bekuump to --p^uiit applications or TP 
dddie^vjs GPRS VW has«.aP-< a la^e" ^ VPN v Inch mean^ ailotatirg a 
dedn. rted diu cirmtkl js povihlc o on t tt is tun tuJh used or meet\ me rnxds oi 
the application used by the user, 

5 

Figure 6 illustrates a method 600 for altering service over a wireless istetworfc 
based on an Internet Protocol (T.P1 address, ht particular, a call may be received from 
a mobile communication unit utilizing a wireless fretwork in operation 602. It is 
important to note that each mobile communication unit or group thereof has at least 
10 one IP address associated therewith. Such IP address may be assigned or allocated 
in a contract, and accomplished by provisioning of a LDAP(Radius) server. 

Such mobile communication units may include any type of mobile unit 
including but not limited to, cellular phones, lap top computers, personal digital 
3 5 assistants^ OAs), palm computers, etc. Tlie.se mobile units may or may not employ 
cellular technology for providing the wireless envirounjenl. 

Thereafter, in operation 604, the IP address associated -with the mobile 
communication unit is identified. By this design, service over the wireless network 
20 may he altered based on the IP address. Note operation 606, 

It should be noted mat the service may be altered in any desired maimer. For 
example, a quality of service (QoS) and/or cost, of service (CoS) of fee call maybe 
altered. Fntther, an access provided to the mobile communication unit during the 

25 call may be altered. Foe example, a mobile cojutnn oicarion tm'tt may be selectively 
precluded from accessing a corporate network and/or a publicly available wide area 
network (WAN), i.e. the Interact. In particular, certain address groups may only 
access corporate network, other addresses may only access the Internet, and still 
other addresses may access both. Still even other addresses may receive QoS 

30 commitment when accessing corporate network. 
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As an option, the suvi<-e may be altered by pnontinug cilia to and from tho 
mobile communication unit <~ onfiguration of network equipment rsu> he teqmreu 
to allow pnonnzdiion of packet flov s based on TP addtess somce and destination. 
Dm nisi use, a mobile communication unit assigned a higher prmi ity would \ccei\e 
5 faciei service since it would be sen ked before una* with a iowei prioiitj . 

Ti should In 1 noh-d rhat the foregoing factor may bf it-t foiih in a totiti trt 
a>;ieed upon at an t.arliei date. kurthe<. Orthesrteam OPlTi;;hv\ay, CISCO QPM, etc J 
can pio\isioit network equipment to exhibit these features. 

10 

Figme T tshowsj a schematic ot a bvstem 700 for altering service utihzmg a 
wireless network based on an IP address m accordance with the method f>00 of 
Figure 6. A* shown a pluialitj of If' -enabled mohik cf mmtmicaiion units 702 aie 
provided which are adapted to connect io a ha&c- station BSS 704 over a Global 
1 5 System for Mobile Communication (GSM) 706 or any other wireless network, 

A packet tunnel 70S is then created from the handset through a SGSN of the 
BSS 704 to a router 710 logically located in the GGSN. From that router 710, the 
packets are outpsitted to the operator's IP network 712. It .should be noted that the 
20 customer is connected to the operator through an T.< I link. 

The £P routers and IP backbone switches are provisioned so that packets that 
originate from handset? with certain IP addresses and/or are destined to IP addresses 
that relate to die customer's corporation, are given higher priority . This creates a 
25 ''better experience" .for the corporate mobile customer, when he or she 

communicates with the office. Such customer can still browse the Internet and those 
packets go out through the TSPs to which that operator is linked. These ISPs do not 
necessarily provide QoS guarantees,. 

30 A LDAP Radius server 714 may be provisioned so that whenever mobile 

communication units belonging to these corporate customers "log-in" to the 
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netwotL thev will be givuj an IP j l<jrts,» thai esdiibiLs thz QoS £jju.ioees J^enbed 
-ihovi f ho picsetJ invention i£U\ c»Heu the itLX^untuiL' ininmubon (torn the 
duVmrt jutt-, of tJie network onm-kim" ( rPFS raf.> \wih IP joi tent its th<- mannci 
set torth hucm?ho\t Cusnmiu eta ^ *u-m <.an pruvist.m ihe ro t\eiged network 
5 tmough the pre?*, nt nn enhon Converged data i Cv. onh ma> thei i In; t,oTif ! \om thf 
piesetit mvutUori to be rated and thtn &om Jo othci systems such ts ao 'V-WJU f 
(prepaid. s\st03ii) Fo tin >te information on such svsk in, tefc ak,(, may be made to ,t 
vo-puiithn^ application fil-d i. otiuiruntb, herewith under the title 'SYSTEM 
MFTOOD -\ND COMF1' 1 LR PROGRAM PRODUC 1 tOR PRLPA1D 
10 \\ TRU ESS VOICE COMA fCNIC \ I K 04 M<D IP SLR\ IChS" at id dodx t num btr 
\\rnvoo*; and nammji J mv» SehwthVxT, and which is mcorpoiated hut-mb-" 
reference m its entirety. 



\\ ink \anoiH embodiments have been dcsui! ed above, tr should lie 
1 5 unduttood that tl ev havf been presented bv %va> ot cvj t pie otih , and not 

limitation I bus, the brtaddi -rod ampe of a pieferred embodiment shouid not be 
limited b> any of tlteabo\e-de>cubcd vx^snpLtij embi >dtmi3ijls. but should hr 
defined only in aocixd utce v itb the following claims and iheti equivalents 



20 



WO 01/97554 



- 18- 



PCT/USA1/J8883 



What is claimed is: 



1 I . A method foi chairing for Internet Pi oh >col wage utilizing a circles < 

2 netwoik. comprising: 

3 (a) receiving eail description iccoid information from a wireless rsefwoik in real- 

4 time, wherein the call description record information is associated h ith 

5 customer comrmtnu atum ( >vet the %s iteluss nchvmk; 

6 (b) collecting internet Protocol content us-age information associated with the 

7 tati&niisdJon of content using an TP during the customer communication in 

8 real-time; and 

9 (c) chaining the customer for the customs communication utilising tin, call 

1 0 description tecord information and the Intel net Protocol content usage 

1 1 information. 

1 2. The method as teeited in claim 1 , wherein thy call desei ipf ion i ecotd 

2 information is received from a genets! packet tadio szivicv sj stem. 

1 3. The method as recited in claim 1 , therein fraud and quality of service is 

2 monitored in real-time nttJbing the call description tecord information and 

3 the Interact Protocol content usage information, 

1 4. The method as recited in chum 1 , w heroin the customer is charged for the 

2 r- iisromet ct nmmnm atiori based on \ okme data of the call description record 

3 information. 
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1 5, The method as recited is claim 1, wherein the customer is charged for the 

2 customer communication based on time data of the call description record 

3 information. 

1 6, The method as recited in claim 1, wherein the customer is charged for the 

2 customer cortirmntieation by mapping the Internet Protocol content usage 

3 i affirmation to the call description record information. 

1 7. The method as recited in claim i, wherein an Internet Protocol (IP) address is 

2 assigned to mobile communication units which are capable of 

3 communicating using the wireless network. 

1 8. The method as recited in claim 7, wherein aspects associated with the 

2 customer tommuntcauon over the wireless network are varied based on the 

3 IP address. 

1 9. The method as recited in claim 8, wherein the aspects are selected from the 

2 group consisting t >f qual try of ? cn'i cc, a< oe? 5, and prior uzafto ti 

1 JO. A cnmputei pio^ram pioditet for chrugn t> tor Internet Protocol uwigc 

2 utilising a \\ mJcss network, comprising: 

3 t a) conrpiik i tout tor teee iwng call desuipuon letotd infom aii< n from a 

4 wh Jess rtetwmk m ttal-tHrtc, wK-tciti the call description if and ntfoc nation 

5 i,s a^ueiated with tustornet communication o\er the wucles*- network, 

6 {b) computer c< >de f « collecting Intei ek t Pi ot( teol conteni ut>agc information 

7 ttbpociatcd w tth the tran mission of content u.amg an IP dm ins? the customs 

8 communication m rcal-ti i e, and 

9 fc) compute! code lor ehamng the t usiom« £■« the emttntiet communication 

10 i fihzmg the call description record information and the internet Protocol 

1 1 content usage information. 
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1 I 1 . The computer program product as recited in claim 1 0, wherein the call 

2 description record information is received from a general packet radio service 

3 system, 

1 12. The computer program product a« recited in claim 10, wherein fraud and 

2 quality of service is monitored in real-time utilizing the call description 

3 record information and the Internet Protocol content usage information. 

1 13, The computer program product as recited in claim 1 0, wherein the customer 

2 is charged for the customer communication hased on volume data of the call 

3 description record information. 

1 1 4, The computer program product as recited m claim 10, wherein the customer 

2 is charged for the customer communication based on time data of the call 

3 description record information. 

1 15. The computer program product as recited in claim 1 0, wherein the customer 

2 is charged for the customer communication by mapping the Internet Protocol 

3 content usage information to the call description record information 

1 16. 'I he computer ptograni product as recited in claim [ 0. whetein an Internet 

2 Protocol (TP) address is Assigned to mobile communication units which are 

3 capable of communicating using the wireless network. 

1 17. The computer program product as recited in claim 1 6, whet em aspects 

2 associated with the customer communication over the wireless network are 

3 varied based on the TP address, 

1 18. The computer program product as recited m claim P. wherein die aspects 

2 are selected from the group consisting of quality o f service, access, and 

3 prioritization. 
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1 19. \ s\ stem toi ( harpmji foi Ink tnK Ptotocol usage ufjhirinvi a i\ itele^ 

2 network, eompnsme: 

3 (a) logic foi receiving cail description teemd jnfottnstion Itum a wnele^ 

4 ndv ( «L in t&jl-iime. vhettm the call description tccoj J mfoi ituhoit ^ 

5 asincuittd with customer <- < mimuiik atton over the wireless nUv 5 oik; 

6 (b) logic for collect m» Internet Pn pfov. ol t outfit us s^r mf< tnit„Uoxi associated 
? with the tuijs.mjosion oi ooMtnlnsmi; an IV dm trig 1be umomu 

8 comriii nicauon :r rvai-time and 

9 (c) logic foi chatgmg the customer foi tlx, custome: eommimfcatton utihntig the 
3 0 call deseupfioo record info) motion and the Internet Piotoeol content us?yc 

1 1 information. 

1 "0 A.»K'th«.'d tin iheim^ st.ufi,t <>\ci a \suek.,s netwoikl- ased on an Inkmot 

2 Piotovifl (IP^ eddies, compmnij 

3 (a) letcivmg a call fiom a mobile jommuj.ieatjon unit utilmni; a \M<ekss 

4 tic^oik, wheavm the roobtk i. emmimi^iuon unit ha* an E 1 address 

5 associated therewith: 

6 t b 1 identi P 'ing the IP addles*. >ciatea with the ttiohi Je oomnnmK anon umt 

7 and 

8 (e ) alteimg wrvice < n ei the ^ n eles^ ne rwork 1 as*, d t n± the IP addrvt s 

1 2 1 The method as i exited tit claim ">0 wherui i the sei \ u c is a]» k d b> altering a 

2 quality of service of the call. 

1 22 The method a,- recited m claim 2<j, whe u in the ,=ct\ ice is alk icd Uy altering 

2 an 'tc esbs pio\ ided to ihs. m< bde communication unit chumg the eaii 



I he method as >ecttjd m darm 20, vsheietn the service is altered bvalfenng a 
prioritization of (he call. 
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1 24. A computer program product for altering i'ervicc over a w ireless network 

2 based on an Ink-met Protocol (IP) address, comprising: 

3 (a) computo code ibt iecei'ving <i call J'om a mobile communication unit 

4 utilizing a wiK-ltss uemotk, i\ herein the mobile communication unit has au 

5 I? address ;i.v;oeuted tbeiewiih, 

6 (b) computer code for identifying the IP address associated with the mobilr 

7 communication unit and 

8 (c) computer code tor al feting, service over mc w ireless no work based on the IF 

9 address. 



1 25. The computer program product as recited m claim 24, vs herein the service is 

2 alk :eJ by ulteriog a -.juahty of service of the call. 

.1 26, 'I hi* computer program product as recited in claim 24, uheiein the service K 

2 altered by altering an access provided to the mobile comimink-aliw unit 

3 during the call. 



1 27. The computer program product as recited in ckmi 24, wherein ike service is 

2 altered by altering a prioritization of the call. 

1 28, \ systtm foi rtHeniH; ses\ ice o\cr a vvtickss network bat.ed <m an Internet 

2 1'toroi ol (IP i addf et-p, comprising 

3 (a) logic lor recirv mg a call from a m< -bile c< unmuiijcation unit nidi 'kg a 

4 \\ irelehfi nt- iv% oil:, wherein the mobile communication unit has an IP addict 

5 associated therewith; 

6 (b) lo-rjo for identify ms the IP addi ess associated with the mobile 

7 communication unit; and 

8 (c) logic for altering service over the wireless network based on the IP address. 



1 29. 



A system comprising 
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1 (a) means for receiving a call from a mobile communication unit of a customer 

3 utilizing a wireless network, wherein the mobile communication unit has an 

4 IP address associated therewith: 

5 (h) rue.at.ts for secervmg call description record information frosts {he wireless 

6 network in real-time, wherein the call description record information is 

? associated with customer communication over the wireless network utilising 

$ the mobile conimumcation unit; 

9 (e) means for collecting Internet Protocol content usage mfonriation associated 

10 with the transmission of content using an IP during the customer 

1 1 cormnuaiearion in real-time; 

1 2 (d) means for altering service over the wireless network based on the IP address; 

13 and 

14 (e) means for charging the customer for the customer communication utilising 

1 5 the call description record information and the Internet Protocol content 

1 6 usage information. 
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RECEIVING CALL DESCRIPTION RECORD INFORMATION PROM A 
WIRELESS NETWORK IN REAL-TIME, WHEREIN THE CALL 
DESCRIPTION RECORD INFORMATION IS ASSOCIATED WITH 
CUSTOMER COMMUNICATION OVER THE WIRELESS NETWORK 



COLLECTING INTERNET PROTOCOL CONTENT USAGE 
INFORMATION IN REAL-TIME 



3^4 



CHARGING THE CUSTOMER FOR THE COMMUNICATION UTILIZING 
THE CALL DESCRIPTION RECORD INFORMATION AND THE 
INTERNET PROTOCOL CONTENT USAGE INFORMATION 



Fig 3 
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RECEIVING A CALL UTILIZING A WIRELESS NETWORK FROM A 
MOBILE COMMUNICATION UN!T. WHEREIN THE MOBILE 
COMMUNICATION UNIT HAS AN IP ADDRESS ASSOCIATED 
THEREWITH 



602 



IDENTIFYING THE IP ADDRESS ASSOCIATED WITH THE MOBILE 
COMMUNICATION UNIT 



ALTERING SERVICE OVER THE WIRELESS NETWORK BASED ON 
THE IP ADDRESS 
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